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EU Grid PMA Charter 
 
 

This charter defines the policies, practices, and bylaws of the European 
Policy Management Authority for Grid Authentication in e-Science. 

 

1 Introduction 
The European Policy Management Authority for Grid Authentication in e-Science 
(hereafter called EUGridPMA) is a body to establish requirements and best practices for 
grid identity providers to enable a common trust domain applicable to authentication of 
end-entities in inter-organisational access to distributed resources. As its main activity 
the EUGridPMA coordinates a Public Key Infrastructure (PKI) for use with Grid 
authentication middleware. The EUGridPMA itself does not provide identity assertions, 
but instead asserts that – within the scope of this charter – the certificates issued by the 
Accredited Authorities meet or exceed the relevant guidelines. 

1.1 Background 
This body is an evolution of the Certification Authorities Coordination Group (CACG) that 
was established by the EU 5th Framework Programme projects DataGrid and CrossGrid 
and included other projects worldwide.  The CACG was established to facilitate the 
deployment of international test beds for Grid computing by having a commonly 
recognised way to assert identities. The group was composed of the Certification 
Authority managers (typically one per country) that were usually not funded by the 
project, and chaired by a delegate from the test bed work package from the DataGrid 
project. The group was chartered to coordinate the CA infrastructure for the DataGrid 
(and later also CrossGrid) partners, and to make recommendations to relying parties 
inside the project regarding the acceptance of the certificates issued by the participating 
CAs.  
 

2 Objectives and Scope of the PMA 
The PMA is responsible for accreditation of authorities issuing identity assertions for Grid 
Authentication.  The PMA will 

- define and issue minimum requirements and best practice documents; these 
minimum requirements may govern any aspect of certificate issuance and 
reliance. 

- maintain and revise these documents according to current developments; 
- accredit Authorities with respect to the minimum requirements; 
- accredit Authorities only for those applications that relate to inter-organisational 

distributed resource sharing in a scientific context, i.e., Grids for e-Science; 
- be primarily concerned with Grid communities in Europe, and their external 

partners; 
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- foster trust relations for authentication purposes within the context of inter-
organisational resource sharing. 

2.1 Excluded activities 
The PMA will not: 

- issue identity assertions for the end-entities; 
- define or enforce access policies and practices (authorisation); 
- define policies and practices for long-term data encryption; 
- define policies and practices for the use of identity assertions for purposes of 

non-repudiation; 
- define policies and practices for the use of identity assertions in any financial 

transaction or transaction having an explicit monetary value. 
 

3 Membership 
The PMA membership will consist of representatives of each accredited Authority, and 
representatives of major relying parties of the accredited Authorities.  

3.1 Accredited Authority members 
Member Authorities that constitute the PMA serve specific, identifiable communities. 
Wherever possible there shall be at most one Authority per country, or per international 
treaty organisation, unless the size of the country or community would prevent adequate 
authentication of subjects. All Accredited Authorities are members of the PMA. The 
representative of the Authorities are understood to also represent the best interest of 
their national or local communities. 

3.2 Community and relying party members 
Major relying parties and communities that span the domain of several authorities may 
request direct representation in the PMA. All such requests are to be approved by the 
PMA. 

3.3 Chair 
The PMA will elect a chair to manage the PMA.  This position is to be filled from the 
accredited Authority membership of the PMA.  The term as chair is to be one year and is 
renewable.  The chair may resign by written notification to the PMA members. The PMA, 
by vote can remove the Chair. The chair is responsible for:  
 

1. the Point of Contact for the PMA 
2. running the PMA meetings 
3. ensuring minutes are taken and published.  
4. ensuring that all voting is recorded and published 
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4 Responsibilities and Activities 

4.1 PMA Documents 
The PMA owns and maintain at least the following documents: 

- this charter document; 
- a document describing the minimum requirements on certificate authorities that 

issue identity assertions to end-entities; 
- a document describing the accreditation process. 

Revisions will be required to keep pace with the development of Grid technologies. 

4.2 Accreditation functions 
The PMA will accredit Authorities according to the procedures and requirements defined 
in the relevant PMA documents mentioned above. 

4.3 Publication and Repository 
The PMA will maintain a public on-line repository that contains: 
 

- The PMA charter and all versions thereof; 
- The PMA membership; 
- All released PMA documents and all versions thereof; 
- All meeting announcements and minutes; 
- Names, key fingerprints, naming constraints and all other data of the accredited 

Authorities relevant to the operation of the common trust domain; 
- A link to third-party sources for obtaining certificates. 

 
Root certificate validation 
The PMA must make known widely such information as is necessary to validate the 
roots of trust of its accredited CAs, and allow independent validation of these roots of 
trust. It will publish widely the validation information, such as fingerprints and the actual 
root certificates, and promote the distribution of those data to enable relying parties to do 
such validation in an easy and reliable way.  
 
In particular, it is recognised that a authoritative source for verifying such roots of trust 
not only for grid authentication for e-Science, but also for other applications that rely on 
trusted third parties in the academic community is needed.  

4.4 Audit 
The PMA aims to assure that the Authorities operate in accordance with the minimum 
requirements and other approved documents and to that end the accredited Authorities 
must be auditable. The auditing requirements on accredited Authorities must be 
described in the documents. The PMA may decide that the public availability of the 
results of the audit is to be limited. 

4.5 Liability 
The PMA is not liable for any damages, including but not limited to lost profit, lost 
savings and incidental or consequential damages resulting from its activities. The PMA is 
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not responsible for the actions or defaults of any of its members. Accreditation of an 
Authority does not imply any assumption of liability by the PMA. 
 

5 Bylaws 
This section describes the rules for specific requirements the PMA must carry out as part 
of its operations.  It lists a number of areas of responsibilities and the procedures for 
carrying out those duties. 

5.1 Meetings 

The PMA meets as required, to conduct routine business at a time and place announced 
by the Chair. An agenda is prepared in advance and distributed by the chair on the PMA 
mailing list. The meeting can be at a physical site or conducted with Audio or Video 
conferencing. The Chair can invite individuals to the meetings. Typically the agenda will 
include the following items:   

• Accept the minutes of the previous meeting and formal acceptance of decisions 
• Applications for membership to PMA 
• Pending changes to policies or other management directives 
• Review matters of consideration presented by members 
• Review of the minimum requirements and best practices 
• Incidents and non-routine events  
• Interfaces with other organizations  
• Changes in standards or technology 

There shall be a regular PMA meeting but at least twice a year. Any member of the PMA 
can request a meeting of the PMA by sending this request to both the Chair and to the 
PMA mailing list. The Chair is required to call a meeting if at least 25% of the members 
of the current PMA membership express their support for such a meeting on the mailing 
list. 

The PMA must provide the ability for members to conference remotely, such as by 
telephone conference, H.323, or VRVS. Minutes of each meeting that include the list of 
attendees must be taken and archived. The minutes must be approved by the PMA.  

5.2 Voting rules 
PMA approval is arrived at by either clear consensus as determined by the chair or by a 
vote. A voting process should only be started if it has proven impossible to reach 
consensus within a reasonable period of time. Then, during a face-to-face meeting of the 
PMA, the Chair or any two members of the PMA can call for a vote. Each member 
organisation will have one vote. Only items on the agenda can be voted on. 
When the PMA must vote, that vote will be valid only if more than 50% of the Accredited 
Authority membership is present. A positive vote will be recorded if more than 50% of the 
votes are cast in favour of the proposal.  The vote must be carried out at an official 
meeting of the PMA.  The proposal and its associated vote will be recorded in the 
minutes of the meeting. These minutes will be the official record of the voting process.  
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The vote can also occur over email, with the mail archive acting as the official record.  If 
the vote is to be over email the voting period will be a minimum of 10 working days1, 
unless stated otherwise in this Charter or in the guidelines documents.  
The minutes and decisions are to be considered as approved unless contested on the 
mailing list within one month of publication of the minutes. 
 
 

6 Transition process and initial documents 
 

- Until the PMA has decided upon a guidelines document, the “minimum 
requirements document version 2” of the EU DataGrid CA Coordination Group 
(CACG), as amended during the meetings of the CACG, shall be the authoritative 
guideline document. 

- Initial PMA membership will consist of the CACG members. 

                                                 
1 Working days are considered as such when they apply in at least half of the EU member states 
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Annex A: Contact Information 
 
The on-line repository for the EUGridPMA is available at 
 

http://www.eugridpma.org/ 
 
The following electronic mail addresses in the “eugridpma.org” domain are provided to 
contact the PMA, the PMA Chair, and the PMA discussion forum: 
 
 info  generic information regarding the EU Grid PMA 
 chair  the acting chair of the EU Grid PMA 
 discuss the public mailing list for the EU Grid PMA 
   (this address refers to the dg-eur-ca mailing list, 
   use ”discuss-request” for administrative questions) 
 
Messages to be sent to the PMA as a body should be addressed to the Chair for 
forwarding. 
 
A paper document containing all of the fingerprints of all root certificates is available on 
request from the Chair: EUGridPMA, c/o address to be formally decided in the meeting. 
This document will also be made available widely at major European Grid events. 
 
The EUGridPMA Chair will foster the registration of the gridpma.eu domain when 
registration for the .eu TLD becomes available. 
  
 


