EuGridPMA Meeting 

26 Jan. 05

1. Opening 

David G welcomed the participants and a round trip introduction followed.

The first day of the meeting was devoted to the co-ordination activities.

2. NRENs new

D.Lopez gave a presentation about the followings:

- TACAR: A new policy document has been prepared and it will be circulated on the tacar list for discussion. Diego presented some new ideas about the use of tacar. The first proposal is to use TACAR as a certificate verification service based on OCSP. 

The second proposal is to use TACAR as a certificate diffusion system derived from email address and DNS. 

The third one comes from I2 and proposes to use TACAR as a federated approach to digital signature. 

Action: Licia to circulate the new policy on the tacar list. DONE

- EMC2: The first deliverable of TF-EMC2 was produced gathering a discussion which took place on both the EMC2 list and the eugrdpma list. The document tries to clarify how grids use PKI and the difference between the way NRENs and Grids manages certificates. Comments are welcomed!

The document is available at: 

http://www.terena.nl/tech/task-forces/tf-emc2/dels/Grids&PKI-v4.pdf
- Cotswolds group: the aim of the meeting was to establish a framework for further international collaboration. During the meeting it was agreed to produce a cookbook to help those countries planning to set up a schema for the first time. 

This group is more focused on policy decision compared to the TERENA group. 

- eIRG meeting: Last eIRG meeting was held in Den Haag in November 2004. There were 2 sessions on authorisation. The aim of this group is to set up and European infrastructure usable in Europe.

The conclusion of the meeting was to work towards a common federation for academia and research based on possibly preliminary federation policies. 

- GN2 AAI model: Diego presented the Geant2 model 

- EuroCAMP: Diego invited people to participate to EuroCAMP, which will be held on 2-4 March 05 in Turin. http://www.terena.nl/tech/eurocamp/
Jan Meijyer’s presentation

Jan presented his proposal to acquire a service that offers NRENs a pop-up free X509 server certificates at a flat rate fee for NRENs, with minimum hassle. At the moment server certificates are needed for many applications and NRENs need to buy them from a commercial CA, with the related costs. Jan said that from a rough evaluation SURFnet uses about 600 server certificates per year.

The idea is to have a consortium of consolidators to buy a service from a commercial CA. The institutions part of this service would not run their own CA, but they would focus on the RA and issue the certificates signed the by the commercial CA. 

The proposed financial model foresees a fixed annual fee per participating NRENs. At the moment there are 9 NRENs (Aconet, SURFnet, Carnet, CESNET, DFN, RedIRIS, CRU, SWITCH, UNI-C) that are financing the proposal. The hope is to acquire the service in July. A mailing list has been set-up to discuss the proposal. The list is a closed list, but everybody interested is invited to join and to contact Jan Meijer or Licia Florio. 

The Grid world till now did not accredit a commercial CA, as so far all the CAs are produced by Grid institutions. In case of Grid service talking to a Grid service there is no pop-up involved. 

The aim is to include the CA running the SCS as an accredited CA as soon as it’s useful for the community and when practically possible. To make the service useful for Grid applications, there might be specific requirements that must be made clear before the service is to be tendered. This input must come as soon as possible. 

Michael Helm and Tony Genovese have been added to the list on request. 

UPDATE from the group

· UK: 600-700 active certificates and about 1 new RA per month. 

· NorduGrid: Iceland requested to join the Nordugrid CA. Policy needs to be updated.

· Germany: 800 certificates issued. Working on policy update. 

· Canada: 1000 issued certificates. Root certificate is non-standard compared to others especially compared to the X.509v3. This will change when going to a new root cert.

· Ireland: not moved to OpenCA. 

· Cesnet: planning to switch to a commercial system.

· DoE: a new CP is under preparation. New software to move to. 

· INFN CA: about 55 RAs and 800 certificates.

· Greece: SeeGRID web site set up. The RA are being setting up and the deployment is going smoothly.

· Estonia CA: 80certificates some for personal use and other server. Talks with Latvia and other countries have started and the idea is that Estonia will provide a Baltic Grid CA that can support also the other countries. 

· Russia: there was a discussion about the fact the Russia has expressed the desire for two Grid CAs. The difference between these two CAs is minimal, so it was asked why it is needed. Many countries have got more than 1 CA, one that serves the HEP world and the other one generally run by the NREN, but not two Grid CAs. The background for the second Russian Grid CA was that funding from the EGEE project has been directed to a Grid CA in Russia, but went to another organization. Tony said that they solved the problem of having different CAs, turning the possible CAs into RAs of a main CA. The RAs have full responsibility has they would run their own CA. Jules said that as relying party would like to reduce the number of CAs, but in DEISA some of the German partners want to use a different CA. 

· DutchGrid CA: 300 certificates active. New CP/CPS posted one week ago.  The new CP/CPS describes the current identity vetting procedures (paper based), which has allowed to get many new RAs. SARA will in the future be responsible for the operational issues of the CA. 

It was agreed that all the CAs should show up at least once per year at a PMA meeting. In case this condition is not satisfied the sanction can be that the CA is to be audited, or put in a ‘hall of shame’. There are no guidelines yet on removing CAs from the accredited status.

2nd Day

New CAs were presented. The first one was Austrian GRID.

The second presentation came from SWITCH. They have a contract with SwissSign, which provides the CA services. During the meeting in Brussels (Oct 04) SWITCH applied to become part of EUGridPMA. 

The third CA presentation was Hungarnet, the Hungarian NREN. All the high schools and universities are connected to the backbone provided by Hungarnet. The play a regional role, as they connect also Croatia and Romania. 

NIIF is the part of Hungarnet that is in charge of the CA. 

Two CAs started to be set up at the same, one managed by the KFKI RMKI (supported the national Grid) and the other one ran by the NIIF. NIIF CA will become EUGridPMA members, KFKI RMKI will become a RA of NIIF CA. 

GRID-FR CNRS CA will replace the old datagrid CNRS CA. 

There was a discussion about the use of the email address, whether to remove it or not.

GERMANY (Marcus)

There is an accredited CA (Karlsruhe) and there DFN CA. Germany is waiting for a PKI project to make the two CAs consistent. 

In the DEISA project there are 4 germans partners who need certs ricognised the EUGridPMA. These partners are served by DFN and they would like to get the certf from DFN and not for Karlsruhe. DFN would like to become EUGridPMA member. 

On long term the two CA will merge into one. 

Why DFN doens’ become Karlsruhe RA? 

Difficult politically. 

Transaction period 1year. 

Scalability issues: Globus should accept hierarchies to help to solve this problem.

CA-oPS WG

Grid PMA charter: finalised, send to the GGF Steering committee. 

Grid Certificate Extension: retired

International Grid Federation came out as a spin off of Tokyo GGF. There are three PMAs the Asia-Pacific, American and EuGridPMA. The idea is to have the same minimum requirements for all the PMA, so the relying parties can trust the CA that are accredited by all PMAs. In this way there would trust relationships established among the PMAs. 

eIRG

 Body created by the Infrastructure part of the EU.

3rd Day 

http://www.infoblox.com/ RADIUS server that can also generate certificates. How secure is the cryptographic service? 

Mike Helm

http://csrc.nist.gov/piv-project/
Presidential directories mandate the standardisation of Id card. The smart card industry in US will earn a lot. The deadline to have everything in place is the end of February, but it will not be matched. The US researchers are federal contact actors so the law should apply to them. The technology is difficult and costly. How this effects the collaboration with US researchers?

Bob Cowles

He presented the thread of renewing a new certificate. When a user asks for a renewal, the old certificate remains still valid. At the moment users are not informed that a new certificate is going to be issued. This means that if someone steals a cert and asks for a renewal and then asks for revocation, there is no way to check this. The minimum requirements should contain something about this. 

