CAOPS mtg

15 Mar 2005 – 1500h

Action Items:

DQ: review Automatic Certs doc with authors

DG & al: revive Certificate Extensions doc, re-do

OM: release candidate OCSP doc on/before GGF-14

TG + regional PMA feds: Use the fed document and provide feedback for Chicago

YT: Draft of criteria – soon 

YT: Presentation about experiences – summer – GGF-14

All: Profiles &al – continued to next meeting

Darcy Q leads

Christos can’t be here

GGF IP + signup sheet

Thanks to TG for his stylin efforts

Status of Docs – 

Cert extensions doc revived

Brief discussion of JB’s MyProxy doc – decided it was being discussed in wrong group, was  a security area indivi submission

Automatic client certs doc withdrawn – DQ will discuss with authors 

OCSP Rqmts

Changes – 

Missing sections added; reformatted; corrections from marginal feedback

Recently – certiver – comments from academic/commercial OCSP vendor based in Spain.

Postpone discussion on their comments til after meeting

Updated arch to include delta CRL’s

(this is CRL v2 – the EUGrid requirement for CRL v1 has recently been dropped.)

Outstanding issues:

· Signed requests (accounting purchases) – OM viewpoint: this  is overhead, only useful if service charges for this info

· Suspension vs revocation 

· Use of OCSP response extension to convey additional info

· More on Delta CRL’s

What about CRL suspension vs lifetime of CRL?  This seems to bring in the subscription notion as well.

XKMS?

In Japan, an XKMS project is being started

Perhaps this work will be reported on next GGF

KTH – couldn’t log in to VLAN due to deadly embrace with Firefox OCSP checking….

Let’s put in a paragraph about this deadly embrace

· Notion of a caution field (RFC 3125)

Select some of the Spanish comments

Last call GGF-14 or before?

Q: Why do you need OCSP, not just CRL?

A: distributing CRL is hard, when the number of subscribing hosts grows to thousands

Q: How do we handle the authorized OSCP URI?  Should we recommend a configuration?
A: Recommends URI – the AIA extension in certificates

Tony G – The authentication profiles document

Authentication profiles => General federation document

Why do these?

Authentication services fragment trust model; need to enable innovations.

How does a relying party compare a new authN profile to what they need?

General Federation document:

Outline format: how to organize a trust federation in 12 detailed sections (must see document or slide).

Re-address naming or structure of docs

Tech spec for authentication service

Federation for such a service

DS: In what way is the FNAL experience a joining together of separate things?

TG: Federation: a group of individuals who have common goals: a community of interest and the membership

DS: Ok, TAGPMA is a federation

DG: Charter touches on #12, & #1.  There is some … [some unhappiness about scope or overlap of charter, profile, and federation doc.]

DS: Analogy of OSG  letter to TAGPMA, EUGridPMA, APGRidPMA:  If accepted, their would be need for operational requirements in federation, site security to support those operations, &c.

DG: What I think Fed doc should describe, is the trust relationship and mesh

DS: Trust has nothing to do with joining together; it’s been providers & relying parties.

RC: How things work w/ KCA; a regular CA; &c

How are those differences mitigated?  How would I, as relying party, have as much trust in one as in another.

TG: Also need to know who is managing the profile document – recourse

DG: Uniqueness of naming goes in Fed doc; all the other EUGrid PMA rqmts go in auth profile

EU Grid PMA and TAGPMA are committing to this fed document, and put back into this document; also the IGF.

Also have doc naming and a few points to consider, but that can wait.

YT: We need formal agreement between PMA’s.

Yoshio Tanaka – Proposals  for Auditing

Proposal: A regional PMA should accredit/re-certify/peer-review CA’s

Proposed audit items

Naregi PKI WG has subjectively selected criteria

Based on WebTrust program for CA’s + regional PMA min requirements

Is it too much for Grid CA’s?

Review of WebTrust criteria

NAREGI selected about 100 items

Plans: 

AIST Grid CA will be audited by NAREGI CA 29 Mar 2005

PGridPMA will audit production-level CA’s based on these criteria

Q: How long will audit last?

1 d

AIST is a national lab

NAREGI is a completely difft organization

One, or maybe a few, experts will conduct the audit

Q: what kind of audit?

Will do 1x per year

Q: Webtrust – isn’t it just “I do what I say I do?”

There is a lot of value added here, which NAREGI &al have put in; consensus is this experience and the document will be very valuable for the community.

DG: Have been going thru the EUGrid PMA history, especially looking at those who haven’t attended.

MH: what about publishing the minreqs?

DG: We can factor out components: some things are technology neutral, and other things are not (liability).  So these components can be broken up.  The CA’s then write something pretty similar to the pki disclosure statement.

DQ: Will the auditing experience guide what we can “No-stipulate”?

DG: format a template for authN docs and fed profiles

AuthN profiles contain ONLY technology specific items

Fed docs contain common elements

The profiles are published at GGF

The Fed documents are published by Feds

The CA’s publish a simple disclosure document

Classic PKI, SIPS, &c

DQ: Where do we publish them

Here – we’ll fix the issues w/ migration later

Adjourn to Crystal 3 1628

