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Minutes (partial)

Day 2 – didn’t take notes per se during the IGTF Distribution Document discussion (930-1130)

1200 back from break

Service Level for CA operations
What do we expect from CA operators

Is there any guarantee about response?

IGTF charter has requirement for contact information, but this is at PMA level (concerns@*pma.org)

CK: Who initiates this conversation?

What is subject?  I have a problem with this user, or your crl is expired?

Should have requirement to respond in 2 business days

Reasonalbe given length of CRL

Have to test this periodically

CRL failure gets mail every 6-12 hours

Goals:
Get less mail about CA non-conformance 

Make sure CRL &c failure mail is read by someone

NAGIOS could have SMS warning system

What about reputation system?
Can cause embarrassment, degrade value of accreditation?

The number of CRL complains varies considerably based on infrastructure;

EGEE has 0; OSG has a few a week

Why?

OSG used to throw all of old CRLs away, so sees more problem

DK: Some role for PMA to make some statement of expectations … also a requirement in some aspects from relying parties eg complaints about CRL downloads from sys admins, and complaints about length of time for certification

CRL “expiration” before re-issue is a big problem, although has gotten better in the past year, perhaps due to change in warning messages
Also persistent download warning messages

MS: Can we use web proxy to download the CRLs

We should define a proxy service for this

We could have a service that does this

MS: I don’t like this central handling and responsibility, and the service

MS: Still looking for practical experience in caching; not successful, we will have to go thru some development on this.
DG: Charge for lunch: 

Country ownership of CAs

Sys admins involved in cert issuance

Cyprus – a group of users went elsewhere to get certificates, not realizing? that a Cyprus certificate authority was available.

JJ: People may not for some reason be able to get a certificate from the local/national CA and instead be part of a community that is certified elsewhere [paraphrasing]

<Lunch – discussion of notification of system administrators>

openCA discussion

Could establish requirements on wiki

Ready for TAGPMA openCA meeting

Feedback to openCA 

1531

CAOPS session

Active documents

Grid Cert profile – need comments from community before 08 Oct roughly
2 issues

Versions of browsers

Digital signature needed for message security

OCSP doc – set aside

Perhaps do only the Trusted Responder profile – will provide draft for Seattle

Namespace – parts to be discarded and a new draft by Jens Jensen (more details later).
Audit Guidelines – need experience

Authentication Service Profile

Need another pass at this to capture essentials

Break
Thawte/PGP


Soapbox – Jjensen

Signatures

Typing name at end of email can be a “signature”

Propose that we implement intentional signatures

Concept of evidential weight

How do we represent – communicate this concept in the x.509 cert? (see slides)

Standards compliance

FIPS 186-2

EU Qualifed Certs 

Code Signing

What does it mean to sign code?  Who can sign? (host, person, robot)
In practice, the signature provides integrity by itself, and this meaning is  the authentication above.

We should be able to assert something more than just the integrity of the code.

Comment from R: We certify identity, we don’t certify knowledge &c.  We want an attribute certificate from somebody.

Need a “project” type identity

Owned by project; individual is responsible

Inheritance – reassign cert

Inform CA

Needn’t inform public – CA only asserts project ownership

Project certs (or group certs) should be robot certs
[Robot as JJ defines them]

Assurance – medium assurance

Storage of key
Cert should describe the security of its key pair

How private key stored

CP/CPS can allow for multiple ….

OID used, possibly a comment….

Age – certificate should express age: renewals, since last f2f

&c

[Basic scheme is – encode a set of useful information, add to cert as part of the material that’s certified, let RP work out what the trust level should be.]

OID discussion –
Put OID of profile in EE certs

Other useful OIDS – from the 1 statement CP (1SCP) docs

Hardware token

Robot

JJ: These should actually be arcs, because different types are needed (eg dif’t types of key protection)

