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1) David ran through the agenda. 
2) Round of introductions
3) CA Updates

CESNET CA (Milan) - nothing new

UK e-Science CA (Jens) - discussed suspected compromise of CA, issue widely publicised (too much perhaps, do we need a more restricted means of communication instead of the current PMA mailing lists). Will be doing a complete security re-evaluation and then a CA re-key.

LIPCA (Nuno) – Currently looking at new CA software.

CNRS: GRID-FR (Alice) – investigating integrating Identity ferderations like Shibboleth

pkIRISGrid CA (Ajay) – nothing new

DOEGrids CA (Mike) – Rewriting CP/CPS documents in RFC3647 for both ESNet Root CA and intermediate Grid CAs 
DFN-PCA (Reimer) – Hosts 150 CAs and 4 PKI hierarchies. Office relocation planned including datacenter no planned outages although new CRLs may not be issued for a day or two.
SWITCH CA (Alessandro) – nothing new
ASGCCA (Chen-Yi) – Taiwan CA, new root CA in October??
OSG (Bob) – nothing new

DutchGrid CA (David) – mentioned security updates, and planned updates to CP/CPS and Grid Certificate Profile.

HellasGrid CA / SEE-GRID CA (Christos) – New Hellas Grid CA operational since August. Now obliging in HellasGrid CA / SEE-GRID CA stitutions to run their own RA. Some RAs have not been set up and thus subscribers are referred to nearest RA in another institution. Moving to phase out SEE-Grid CA in around a year to a year and a half time.
Coffee break
4) Sergey V. (on remotely)  Ukranian Grid CA presentation. 
Passphrase of length 30 was considered too long since the tendency would be for the manger to write down the passphrase because of the difficulty to remember it.
Jens carried out a new review over the weekend. This presentation is discussing a new version of CP/CPS in response to Jens comments, still to be distributed.

Slide 6 – discussion about whether the DN changes if users changes institutions. Appears to be a wording issue. Jens will discuss his opinion by email with Sergey.

Action: Sergey to continue to iterate with reviewers to get CP/CPS ready. Jens feels that it is still not ready for operational review but should be done before (if not then at) the next meeting in Amsterdam.
5) Willy Austrian Grid CA Update: Online Classic CA and offline Root CA.

Rewriting existing CP/CPS to permit new CA to use HSM. Rewriting CA software.

Milan – generation of keys is limited to the java applet? Willy -Will try to, software still under development. Jens mentions that users often have problems with browser generated keys, or when they want hundreds of certificates.

Emails in the CSR, are they verified? Milan suggests that they should be.

MikeH. Many CAs are supporting multiple subaltnames? Is this working? Milan: not with outlook even in Vista. First email should be the main contact address (preferably an institutional one).
Mike H. Many OSG users prefer scripts to browsers, especially when requesting large number of certificates. There seems to be a lot less control when scripts are used. How do we address this? 

Christos: checks need to be done at the server side, for example, at renewal, check new and previous public keys, check if the person soliciting service/host certificates is in fact the owner of hosts.
Willy: Should the CA send the certificate by email or a link and let the user download the certificate? 

Mike H. Sending email serves as a receipt.

Reimer: the DFN-PCA CA sends an email with a link. Also the other CAs hosted by DFN have a SOAP API added to openCA to for bulk requests. Works quite well.
Christos: What are the minimum requirements for online CAs
DavidG: This implementation falls into model A of the classic profile.

Willy: The institutional contact will be informed when personal certificates have ben renewed and issued for their organization. It is their duty to inform the CA if the owner’s affiliation has changed.
Mike H. How do we deal with bouncing email from the certificates contact address?
LUNCH

6) Anders Wäänänen (on remotely). NorduGrid CA Update.

Scope of CA: Denmark, Norway, Sweden, Finland and Iceland.
Future funding questions. Nordic Datagrid Facility www.ndgf.org to host new CA? Perhaps to be named Nordic Datagrid CA. New CP/CPS for Amsterdam F2F. Milan and Mike H. will be the reviewers. 
[Also mentioned that the following F2F will be in Copenhagen in the spring (dates TBC)]. 

7) Cosmin Nistor ROSA (Romanian Grid CA Status)

Accreditated 1st Aug 2007. 

The CA is now operational.
DavidG: Why exactly was the namespace changed from domain component to C, O? Consensus is to try to move back to the domain component form.

Christos questioned the subject format of user certificates. Appears that users work for ROSA. Suggestion was to adopt flat hierarchy such DC=RO, DC=RomanianGRID, CN=...

Cosmin: Should be ready for an operational review in a week.

8) We had technical problems communicating with Nabil (Moroccan CA). Update to be sent to David by email.

9) Self-Auditing

The process has been approved but as of yet no means to enforce it. Two CAs (Belgium and Israel) appear AWOL.
Belnet has not appeared at a meeting since Sept 2004. Existing PMA requirements include appearance once a year and compliance with existing profile. Firmed up with the self-auditing process. Compliance of Belnet CA with current profile is unclear. What should be done? Demand a CA update presentation in Amsterdam? Certificates from Israel CA also seem not to conform to current accepted practice.

Consensus is: Belnet must appear at Amsterdam in person and present an in-depth CA update and self audit. Israel CA (IUCC) will be subjected to an operational review and will be required to present their response and a self-audit at the Amsterdam F2F.
David O´Callahan self-audit of the GridIreland CA is a good example of a self-audit (presented at Istanbul). Self-audit should be done every year and the results should be presented at least once every two years. Hoshio has a document/spreadsheet with guidelines. Looking for 5 more volunteers for CA self audits: DOEGrids, CSNET, Cyprus Grid CA +1 at the Amsterdam F2F.
10) Jens on the HLCA profile.

HLCA Profile (draft). Document aims to provide both a set of requirements for HLCAs and guidelines for those who want to set up a HLCA. Leaves open the option for dynamic hierarchies.

Questions raised as to whether or not the CP/CPS needs be in RFC3647 format, given the sparse policy information. Suggestion is a RFC3647 document with sections containing “no stipulation” removed. 
Namespaces: One should be able to write a signing policy file for the HLCA. But over time a root CA may have changing signing policies and may not want to have to update the CPS every time.   
It is only recommended that HLCA and subordinates have a common namespace root.
Significant changes were made to text in the section on private keys, minor changes elsewhere.
Jens will place an updated version (0.3) of the profile in the OGF repository and have version 0.4 with references to RFC3647 before Santiago TAGPMA F2F in November.
11) Ajay Daryannani (RedIRIS) EduGAIN presentation

Talk about the EduGAIN software being developed to provide AAI across trust federations. EduGAIN is a confederation of loosely coupled cooperating federations. Do not need to change local infrastructures and policies. Bridging Elements convert local syntax to a common format and vice versa. Notions similar to shibboleth. Signed metadata of the each federation is placed in an MDS service.
There exist an EduGAIN CA (to issues certs to the bridging elements) but it is not necessary for users have certificates from this CA, can use their own PKI. However, still need to distribute trust anchor keys of these PKIs to the BE. Could you use the MDS to distribute these keys? It is possible, perhaps.

Ajay presented a demo accessing sites with restricted access. Sites asks user to identify from where is from and redirects the user to authenticate in his home domain. Results of authentication sent to destination site. Also once authenticated don’t need to authenticate again when accessing a different site. Different from openID, the federations don’t themselves need to be modified. Although the technology has been developed but policy questions still unanswered. Looking to adopt EDUroam policy (once completed) for EduGAIN in the future.
