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CESNET: CESNET CA
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SWITCH: SWITCH CA
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STFC RAL: UK e-Science CA
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University of Cyprus: Cyprus Grid CA (CyGridCA)
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Alice de Bignicourt

UREC / CNRS: GRID-FR

X Ajay Daryanani

RedIRIS: pkIRISGrid

Chen-Yi Chien

ASGC: ASGCCA

Michael Helm


ESnet/LBNL: DOEGrids

Cosmin Nistor


Romanian Space Agency (ROSA): RomanianGRID CA

Nuno Dias


LIP: LIPCA

David Kelsey


RALRP: WLCG

Paschalis Korosoglou

AUTHHellasGrid CA / SEE-GRID CA 

New Iranian CA. Majid could not make it to the meeting due to visa restrictions.  Background information: DOEGrids (catch all for LCG) was not given permission from their bosses to issue host certificates for resources in Iran. Currently Taiwan CA is issuing certificates for Iran in the mean time. Seems the best solution is to setup a CA in Iran itself.

RP´s Minimum requirements

Sys Admins don’t seem to be worrying about the operation of CA and the work of PMAs. Other than the need for face-to-face meeting and a defined level of assurance, one new issue may be the storage of private keys on discs - admins perhaps would like to see a greater use of hardware tokens. 
The face-to-face requirement can be difficult to accept for some labs in the US. However Mike feels can still make some forward progress with this. Brazil, for examples, solves F2F requirement with remote subscriber through the use of notary publics. 
Push for a lower level of assurance:   Any single level of assurance will not fit all RPs.

Currently levels of assurance don’t seem to be of interest to relying parties. Perhaps also because partly implies more decision making for RPs. Note that Jens´ talk yesterday implied that the existing LoAs are not really appropriate for our area (Grids). His proposed framework would permit each RP can define what kind of assurance they require. 
While any one RP may not be interested in LOA, given our growing community, it is clear that the existence of different levels of assurance from which a RP can at least chose one which is acceptable will soon be required. 
Host/Service certificates

Requester should know who is responsible for the hosts on which the service will run and inform the sys admins. From the profile “The RA should ensure that the requestor is appropriately authorized by the owner of the FQDN or the responsible administrator of the machine to use the FQDN identifiers asserted in the certificate.”
Sys admin must have the right to revoke the certificates.
Information about obtaining DOEGrids certificates on the SAMGrid site does have some text to this effect. Perhaps it should be more explicit along the lines of e.g. does the sys admin know that a certificate will be issued for his machine.
Policy Management for Grid Authorization

Attribute Authority has similar characteristics to CAs. What would be the minimum requirements for Attribute Authorities, for VOMS, for example? Two parties involved, the site running the VOMS service, and the managers of the VOs. RP depend on the CAs for Authn and VOs for Authz. 
Impossible for this body (IGTF) to accredit and audit all every VOMS servers (there are more servers than CAs). Could accredit auditor for AA perhaps.

How should we classify a VOMS attribute certificate?
Propose setting up a small group (David O’C, Bob, David K, Willy, Jens, DavidG and Christos?) to draft an initial version of  a standards document for Amsterdam F2F.

MaGrid CA Status (Nabil Talhaoul)

Version 1.2.0 (July 09, 2007) of CP/CPS is the current version. Available at http://ra.magrid.ma/pub/policy
Talk discusses changes made to get to this version, in particular, the responses to Jens’ comments.

Jens still hasn’t read the latest version but is happy with the replies to his previous review. David O’Callaghan is also happy with the CP/CPS. Jens is happy to proceed to an operational review. Final approval could be given via email. 

David talked about the next F2F in Amsterdam.
Bob Cowles NIST SP800-53

Grids are in fact virtual sites and thus might be subject to such an assessment.
Our systems would probably have a low security categorization. Sensitivity would depend on the size of the VO. 
Bob compared the Authentication Profiles to the NIST criteria. 

There are a significant number issues not covered by the current APs. But should these issues be addressed in the APs, and then be in CP/CPSs? Do we want to address these issues in the AP policy documents?
Proposal is to identify a subset of priority issues for consideration to be included in the APs or supplement document.
Should we use this document or  ISO 17799 (aka 27002)?

